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October 29, 2026 

To Whom It May Concern 

Company Name: FUKUVI CHEMICAL INDUSTRY CO., LTD. 

Representative: President and Representative 

D i r e c t o r  K A T S U N O R I  M O R I 

(Securities Code: 7871 Tokyo Stock Exchange Standard  

Market and Nagoya Stock Exchange Main Market) 

Contact: NORIHISA OKUBO, General Manager, Public  

Relations and IR Promotion Department 

   (TEL: 0776-38-8415) 

 

Notice Regarding System Disruption Caused by Unauthorized 

Third-Party Access [Final Report] 

 

With regard to the “Notice Regarding System Disruption Caused by Unauthorized 

Third-Party Access” announced on September 28, 2026 and the “Update Regarding System 

Disruption Caused by Unauthorized Third-Party Access” announced on September 30, 

2026, we have been conducting an investigation with the assistance of an external 

specialist organization to assess the extent of the damage and identify the cause. 

The investigation into this incident has now been completed, and we hereby report 

the findings below. 

 

Details 

 

1. Discovery and Response 

 On Wednesday, September 16, 2026, it was discovered that certain English-language 

websites operated on a rental server provided by an external service provider had been 

subject to unauthorized external access and that malicious programs had been installed 

on them. To prevent further damage, we suspended all websites on the same day. 

 

[Affected Websites] 

・Websites of Overseas Consolidated Subsidiaries (FUKUVI VIETNAM・FUKUVI THAILAND) 

：fvc.fukuvi-jp. com,ftc.fukuvi-jp.com 

・Building Materials Products Special Website (English)：fukuvikenzai.com 

・Fandaline Website (English): fandaline.fukuvi-jp.com 

 

2. Findings of the Investigation by an External Specialist Organization 

The investigation conducted with the assistance of an external specialist organization 

confirmed that the initial intrusion occurred on Wednesday, September 2, that a malicious 

program enabling remote control of the server was installed, and that the damage 

gradually spread to other websites on the same server. 

 

 

 

The websites affected by unauthorized access in this incident were certain English-

language websites for overseas audiences hosted on a rental server provided by an 



 

external service provider. These websites operated in an environment separate from the 

servers used to manage and operate our core systems, internal network and domestic 

websites, including our corporate website. Accordingly, no impact from this incident 

has been identified on our core systems, internal network or the servers we manage and 

operate. 

Furthermore, none of the malicious programs detected were found to directly infect 

website visitors’ computers with viruses, and no impact on website visitors has been 

identified to date. 

 

3. Extent of Damage 

No personal information of customers or business partners was stored on the affected 

websites, and no traces or evidence of any external leakage of third parties’ 

personal information were found. 

However, regarding administrator account information for the affected websites, 

evidence was found that the attacker had viewed the profile pages of ３ 

administrators. The main types of information that may have been leaked are as 

follows. 

 

[Administrator Account Information That May Have Been Leaked] 

・Login names 

・Display names 

・Company email addresses 

・Password hash values 

 

As the potential disclosure of this information may constitute a personal 

information breach, we have notified the employees concerned and submitted a report to 

the Personal Information Protection Commission. 

 

4. Measures to Prevent Recurrence and Future Actions 

 Based on the findings of the investigation and with advice from an external specialist 

organization, we will strengthen security measures for our systems and networks and 

enhance our monitoring framework to prevent recurrence. 

 We also plan to restore public access to the affected websites, which are currently 

suspended, in stages once the conditions for their safe restoration and reopening have 

been met. 

 The timing of reopening has not yet been determined. We will provide an announcement 

on our corporate website once preparations for reopening are complete. 

 

 No events that would have a material impact on our consolidated financial results have 

been identified in connection with this incident. 

We sincerely apologize to our shareholders, investors, customers and business 

partners for the significant concern and inconvenience this incident has caused. 

 

End 


